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1. Executive Summary 
SENATOR (“Smart Network Operator Platform enabling Shared, Integrated and more Sustainable 

Urban Freight Logistics”) is a project funded by the European Commission under the programme 

H2020-EU.3.4. -SOCIETAL CHALLENGES –Smart, Green and Integrated Transport. It aims to creating a 

new urban logistic model focused on the four urban layers: end-receiver, transport, logistics and 

infrastructure. 

For this purpose, the project will develop a smart network operator supported on an ICT Platform for 

integrated logistics operation. This will allow the optimisation of freight delivery services in urban 

areas, leading to decrease the number and distance of delivery routes by real-time information, 

predictions & planning optimisation based on Artificial Intelligence algorithms. Moreover, it will 

connect freight delivery services & collection points and integrate all freight delivery requirements 

into urban planification. In consequence, it will minimize the negative impacts that this distribution 

causes in the cities and will constitute an effective mean of collaboration between agents. 

In order to test its effectiveness, SENATOR will be tested in a real environment in 2 Urban Living Labs 

(ULLs): in Zaragoza (Spain) and Dublin (Ireland). 

This document presents the overall system architecture of the SENATOR project. It defines the design 

of the technical infrastructure of the mentioned SENATOR ICT Platform, in dependence to the 

definition of the system architecture as well as the operational specifications and the use cases, which 

will drive the implementation. This document condenses the outcomes of Task 3.1 titled “Definition 

of system Architecture”, the first one within Work Package 3 “ICT platform integration and services 

implementation”. The WP3 started in M3 (November 2020) and finishes in M37 (September 2024). 

There are 7 deliverables associated to the 4 tasks and 3 milestones directly linked with the WP3. This 

is the first of those deliverables.  
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2. Introduction 

2.1. Purpose 

This document aims to present the overall system architecture of the SENATOR project. This includes 

the design of the multiple project components based on the specifications and use cases defined in 

previous deliverables. The translation of these functional requirements into a technical solution can 

be carried out using multiple technologies and the objective of this document is precisely to describe 

the final solution chosen that will serve as the basis for SENATOR and to support the functionality of 

all value-added services of the platform. 

For this purpose, the document has been divided into five main sections: overview of the system, 

services specification, deployment architecture, communication middleware and global dashboard. 

In the overview of the system section, a high-level description of the overall architecture of the 

platform is made. Here the different layers of the architecture are identified and the responsibilities 

of each one of them. In addition, the hierarchy and communication between them is established. 

In the section services specification, a detailed description of each of the services that are part of the 

project is made, these are: on demand platform manager, multimodal fleet manager, smart routes 

manager and diagnosis or urban infrastructure. For each of them there is a small functional description 

(already addressed in more detail in the requirements documents) and a review of the internal 

communications between the different components. 

The deployment architecture section describes the SENATOR execution environment. We have 

defined and designed how, and with which tools the different components of the system are 

implemented. In this section we define where the operations that will be carried out and how the 

execution of the project services will be managed at the IT level. 

The communication section specifies the mechanisms that will be used in SENATOR to ensure that the 

exchange of information between each of the components is carried out correctly. The integration 

and communication technologies will be defined and how they will be exploited by each of the 

components of the architecture to communicate with each other. 

In the global dashboard section, a functional and technical description that satisfies the functional 

requirements of this component is provided. 

2.2. Relation to other Deliverables  

According to the Project Management handbook, there are strong dependences between WP1 - Use 

Case definition and requirements analysis and Task 3.1 - Definition of system Architecture within WP3 

- ICT platform integration and services implementation that had to be analysed and considered. 
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Figure 1: Dependences between work packages 

 

As may be seen, this deliverable (D3.1) is tightly related with the definition of use cases, concretely 

with the work done at T1.1 “Use Case Definition and IT requirements”, and all the IT requirements 

settled at T1.2 “Cybersecurity and Digital ID” and T1.3 “Physical security”. It also depends on the 

development of the algorithms for dynamic planning and decision making, competence of T2.2 

“Design of optimization models for Dynamic planning”, according to the necessary “Guidelines for 

Sustainable Urban Logistic Plans” (T4.1), “User demand planning” (T4.2), “Transport mode planning” 

(T4.3), “Logistics planning” (T4.4) and “City Infrastructure planning” (T4.5). All of them will set the 

baseline of the four main services to implement and the requirements to develop and deploy them at 

SENATOR platform. 

In order to review completely the new IT requirements that arise after the review of the WP1 

deliverables and the Data Management Plan (DMP) documents respectively, submitted at month 12, 

DEUSTO asked for an extra month delay in the present document submission. This extension does not 

affect the following WP3 tasks (Task 3.4 “Implementation and ICT integration”) and WP4 (tasks 4.1 to 

4.5 related to guidelines, and SENATOR platform services planning), because all those tasks involved 

begin after the Task 3.1 is finished.  
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3. Overview of the System 

3.1. Global System Architecture 

Regarding the architecture fundamentals, SENATOR is conceived as a collaborative network of various 

software services tackling the needs of different stakeholders, working seamlessly together to respond 

to the set of functional and non-functional requirements raised for the project. Hence, the definition 

of a modern, stable, and extensible architecture is fundamental for the development and integration 

of such services. 

From these requirements, we derived conclusions that form a guideline to architectural decisions for 

the development. The fundamental approach of the SENATOR architecture is a composition of 

autonomous and technically independent software components whose functionality is clearly 

defined deployed on a common technical platform. The second principle is an effective inter-system 

communication. As there are components with different communication needs, the systems requiring 

synchronous communication will rely on RESTful APIs (e.g., Blockchain or SENATOR ID). On the other 

hand, a central message bus will be deployed to provide an inter-system asynchronous 

communication (e.g., data acquisition and some inter-module operations). This allows a greater 

independency of the components and offers a great flexibility for extensions. Hence, messages must 

be commonly structured and grouped to allow performance and an easy-to-use processing. In 

addition, software components must behave technically-alike from an infrastructural and a logical 

perspective. 

With these two main principles, all components can be developed, tested, deployed, and maintained 

independently of each other and at a later stage, integrated stepwise to an overall system. 

As software components perform their services on different stages in the architecture and act on 

different levels of detail, they are logically arranged in different layers, where each layer uses the 

results of its upper layers, not necessarily only from its direct predecessor (see Figure 1). Within this 

structure, the granularity of information decreases from top to bottom whereas the structural 

integration of data increases the same way. 

Following the figure from top to bottom, necessary data is gathered on the data collection layer from 

where it is forwarded, harmonised, and stored, according to its content (e.g., geospatial, or not) in the 

data access layer. The components in the data processing/business logic layer enhance the 

information to produce new plan data, predictions, or optimisations, preparing the information to be 

used by the core service layer. Four main services are established in the SENATOR platform involving 

different use cases and stakeholders with the objective of serve, in the short‐term, as a “control 

tower” for logistic operators and infrastructures managers. The results of these advanced services are 

accessed by the service access/presentation layer, which provides user access via a global dashboard 

with enriched data visualization. 

On each layer, there are numerous software components interacting horizontally with each other. In 

the same way, the communication between components in different layers will be carried out through 

the underlying message bus. Any output of a component can be used by others to perform further 

tasks and produce new output. Another vertical component will be the blockchain and identification 
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module, responsible for ensuring the trust in the interactions between the different actors involved 

in the system functionality. 

 

Figure 2. Architectural structure – Layers 

To perform these complex tasks, different layers or work packages may even divide their “global task” 

into smaller tasks and therefore create multiple software components (services). Due to the applied 

technology, the number of software components may vary widely from one layer to another. Figure 

2. Architectural structure – Layers, shows only the logical distribution among the components, 

whereas the technical communication is shown in section 3.4, Figure 12. Architectural structure – 

Communications. 

The following subsections focus on the specific functional and technical description of each of the 

logical layers. Likewise, interoperability with the rest of the layers and their integration into the 

general architecture of the platform is also specified. 

3.2. Data Management 

The data management of a system is commonly addressed using a X-step process, that includes the 

selection of the format of the storage, the map of the problem domain classes to the selected format, 

the optimization of the storage to guarantee efficiency in the performance, and then the design of the 

necessary data access and manipulation classes.  
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This section aims to describe the different ways objects will be stored at SENATOR Platform, taking 

onto account several important characteristics that should be considered when choosing among 

object persistence formats.  

SENATOR's data architecture enables the use of different types of databases depending on the amount 

and type of data to be stored. Thus, preference is given to the use of time series databases for the 

persistence of events related to the traceability of shipments, or geospatial databases to better store 

logistic networks or vehicle tracking. The rest of the information, both related to the different actors 

involved in the system, as well as the domain specific data, are assigned to the use of a traditional 

relational database. 

This section focuses on the optimization of relational databases from both storage and access 

perspectives. Also, some effects that non-functional requirements have on the data-management 

layer are included. Above, the following sections briefly describe how to design data access and data 

harmonization classes. 

3.2.1. Data collection layer 

The architecture of Data collection layer can be observed in Figure 2(represented in green colour). 

Data repositories will only be directly accessed by the SENATOR Platform main components: 

• Multimodal Fleet Manager 

• Smart Routes Manager 

• On-demand Platform Manager 

• Diagnosis of Urban Infrastructure 

The integration of each component with SENATOR involved agents own systems (municipalities, 

logistic operators, users, etc...) is later described in section 4. 

In general terms, SENATOR components provide a web & mobile application with different profiles 

depending on the category of users and an open API to automate the integration with external 

information systems. 

During the pilots to be carried out in Zaragoza and Dublin, custom connectors will be developed for 

integration with the route planning and fleet positioning systems of the logistics operators involved 

(Correos, AnPost, etc.). These connectors, which function as a middleware between the SENATOR 

platform and the external systems, will act as an API Gateway between a collection of services and 

systems using them. Although their development is fundamental to enable the data feed, these 

components are considered external to the SENATOR platform. 

3.2.2. Data access layer and data model 

The analysis of the data dictionary included in deliverable D1.2: “Cyber security and digital identity”, 

leads to a choice based on a relational model for SENATOR´s Data model. The comprehensive data 

model of the SENATOR platform is shown in the following entity-relational diagram (ERD). 
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Figure 3. Main data model of the SENATOR platform 

The model is organized on two main blocks that centralize the logistics operations and the traceability 

of the fleet integrated in the SENATOR platform.  

Logistics operations are mainly organized around the "SHIPMENT" table, which includes all shipments 

made over the SENATOR platform. This table includes the main information of each shipment 

including dimensions, delivery address, time window of the delivery, etc.  

All the events supported by a shipment, from entry into the system to delivery, including intermediate 

stages such as pickup, entry into depot, failed departures, or deliveries, etc., are collected through the 

"SHIPMENT_EVENT" table, which provides information on the status and location of the package in 

real time and from a historical point of view. 

All the depots used by the platform are modelled including the temporal content of each one of them.  

The following figure ( Figure 4) shows in more detail the operational part of the global model. 
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Figure 4. Data model corresponding to logistic operations 

Regarding fleet traceability, the fundamental table is "VEHICLE", where each of the vehicles provided 

by the logistics operators is integrated. The information on load volume, motorization, etc. is grouped 

in the "VEHICLE_MODEL" table. Each vehicle belongs to a logistics operator.  

The fleet management system onboard each vehicle continuously reports information on the location, 

as well as other vehicle parameters extracted by the onboard unit. The geopositional table 

"TRACKING", stores the continuous location of each vehicle assisted by specific tables based on the 

motorization where the vehicle parameters are stored (ELECTRIC_TRACKING, COMB_TRACKING"). 

The following figure (Figure 5 )shows the relational model concerning the fleet traceability. 

 

Figure 5. Data model concerning the fleet traceability 
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The two main parts, logistics operations and fleet traceability, are linked by the development of the 

delivery routes carried out. In this part, the fundamental table is "ROUTE" where all the routes planned 

by the vehicles provided by the various logistics operators are integrated in.  

 

Figure 6. Data model of the developed and planned routes 

Each route has a certain number of waypoints that are entered in the "ROUTE POINT" table. This 

structure includes both the real developed routes and the routes planned by the route optimizer. This 

model can be analysed in the previous figure (Figure 6). 

 

3.3. Digital ID and Blockchain layer  

The SENATOR platform will offer a series of services, which may be consumed by different persons 

(natural and legal) and IoT entities with whom they will interact. The interaction between the platform 
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and these persons and entities will be mediated by a Digital Identity. The SENATOR Digital Identity will 

be managed in a specific module of the SENATOR architecture, which has been named as SENATOR 

ID. In relation with that, trust across multiple parties and external partners is essential. For this reason, 

it has been decided to integrate Blockchain technology (at first at an experimental stage) as a 

fundamental basis to provide the system with the necessary trust for its operation. 

Previous deliverables, D1.2 and D1.3, expose in more detail the suitability of the use of Digital Identity 

and Blockchain technologies and its specific functionality within SENATOR. 

3.3.1. Blockchain: functional description 

Blockchain is a record, or ledger of digital events that is “distributed” between multiple parties. 

Alternatively, it can be described as a database system that maintains and records data in a way that 

allows multiple stakeholders to share access confidently and securely to the same data and 

information. The majority of participants in the system need to come to a consensus for any update 

on data representing a digital asset. This data, once validated, can never be erased thus containing a 

certain and verifiable record of every transaction that is ever made, ensuring the trust of the 

operation. 

The application of this technology will be progressively adopted, in the different use cases. Therefore, 

it is considered that the best architecture in this case is the combination of a hybrid solution, where 

the changes are stored in a centralized database and the proof of the changes are stored in a 

Blockchain. This is the ideal solution to guarantee the highest degree of trust to the system. 

It has been decided to use a Blockchain based on Ardori since it can be deployed within a public 

network, decreasing the infrastructure and maintenance costs. The election of Ardor follows the 

requirements analysis and conclusions from Work Package 1. 

There are two use cases that are planned to be implemented in the project: transaction traceability 

and IoT Traceability. We will prioritize the first of the use cases and, based on the performance, the 

other one will be implemented. The functional and technical description for each of the use cases is 

detailed below. 

3.3.1.1. Transaction Traceability 

The first use case seeks to cover a critical functionality within SENATOR. SENATOR, for the efficient 

delivery of goods within a city area (what is called the last mile), may need to manage shipments 

between different delivery companies. Therefore, a service to trace the movements of goods and 

packets between companies must be implemented. 

For this purpose, the use of a Blockchain solution based on Ardor is proposed. This approach consists 

of tracing the critical and more important transactions within the delivery companies that participate 

in the process using Ardor. The proposed solution will collect the transactions that represent a 

movement of a package between company A and company B. The solution will not trace movements 

of packages within the same company as this action is responsibility of every company and it will be 

privately managed by them. 
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The implementation of this use case is important to reduce the time resolving issues when there are 

disputes on the work done by two or more parties responsible for the delivery. It will provide a simple 

and robust mechanism to validate transactions and give information to users and consumers about 

what companies were involved in the delivery process. 

3.3.1.2. IoT Traceability 

This use case seeks to record the data generated by IoT devices (vehicles, machines, etc.) so that a 

more traceable good management can be achieved, from manufacturing to the client delivery and 

services based on IoT devices and the information they generate on any stage of the delivery service. 

The integration with blockchain will make it possible to maintain the trust of the different 

measurements that have taken place in order to be able to make decisions based on the recorded 

data at a later stage. 

There are two levels of integration: 

• data is collected and later used to track goods and packages, for example: time to deliver a 

package from its origin to the client, track the path and the physical conditions: temperature, 

humidity, vibrations, on a sequence of events recorded taking into consideration the time 

when they were created. On this scenario all data is recorded and used to explore data to 

improve services. 

• data recorded is extended with information related to a range of values that represent the 

physical conditions contracted by the involved parties. For example: interval of temperatures 

during the delivery process. 

3.3.2. Blockchain integration 

For the proof-of-concept stage, it will be used one SAN (SENATOR Ardor Node). Once the solution 
makes its way to production it will be considered to deploy two nodes plus. The technology is evolving 
at a very fast-paced rate. To decrease the risks associated with this environment, Ardor enables the 
development of bridges to connect to other Blockchain services. 

The same Ardor-based Blockchain is going to be used for the two SENATOR use cases. The scope of 

the project includes the following elements: 

• SAN, that provides access to the Ardor public Blockchain. 

• Centralized database connected to the SAN. 

• Development of the extended API operations to insert, query and check data stored in the 

system. 

Tuning of the SAN to deliver maximum performance, minimum transaction costs and accessibility. 

The high‐level diagram of the solution is shown in ¡Error! No se encuentra el origen de la referencia.. 
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Figure 7: Blockchain solution diagram 

The two use cases will be based on a set of architecture components that will support the traceability 

of critical and more important transactions within the agents that participate in the process: 

• The operations will rely on an API layer that will be called from the different agents that 

participate in the process. 

• The API operations that trigger a blockchain transaction will be bundled by a zero‐fee bundling 

scheme. 

• The API will be a REST Service 

• There will be methods to send data (POST) to the Ardor nodes. 

• There will be methods to get data (GET) from the Ardor nodes. Ardor is not a reporting 

system and due to it, it is not designed to run analytics or complex queries on it. The 

query scope of the solution is to provide an option to cover the following operations: 

▪ Check if a transaction sent previously from SENATOR ID is valid, 

understanding as a valid transaction the one that has the same payload as 

recorded in Ardor. 

▪ Get the information of a transaction recorded in Ardor. 

▪ Retrieve transactions from a user within a given data range. 

• Ardor node. Private node on the hybrid network setup that will handle all data of each 

transaction sent to the service. 

• H2 databaseii. This is the database associated to the Ardor node that will store a copy of the 

transactions to support Ardor operation. 
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The solution has also an integration component with the public Ardor network. The solution is 

configurable to send a representation of a block of transactions to the Ardor public network. As an 

example, described in the Figure 8, 100 transactions recorded in the private node of Ardor, hosted in 

the SENATOR infrastructure, are sent to the public network. This is considered as a Hybrid behaviour. 

 

Figure 8. Public and Private Ardor network integration 

The Ardor platform groups the transactions of a child chain into child chain blocks that are sent to the 

parent chain. This process is called bundling and it is a feature of the multichain capability of Ardor. 

An Ardor parent chain block contains up to 10 child chain blocks, and each child chain block contains 

up to 100 transactions. The main advantage of this architecture is the scalability and flexibility. The 

process of grouping transactions is called Bundling and it is represented in Figure 8. 

SENATOR will use the IGNISiii child chain for the proof-of-concept stage. This chain gathers all the 

functionalities and can be migrated to its own child chain in the future. A SENATOR bundler will be 

configured as a component of the node to take care of grouping all the transactions of the network 

and subsidize the Blockchain transactions of the partners. It means that the SENATOR partner’s 

account can be flagged with an account property on‐chain, that allows zero‐fees transactions to the 

partners. 

The different SENATOR components will communicate with Ardor by an API. The SENATOR Ardor Node 

will allow interaction using a HTTP request to a port (default 27876). Most HTTP requests can use 

either the GET or POST methods, but some API calls will accept only the POST method for security 

reasons. The high-level architecture is shown in Figure 9. 
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Figure 9. Blockchain architecture in SENATOR 

The SAN will provide all the functionality and the connection to the public Blockchain network of 

Ardor. During the first stage, only one node will be required within the SENATOR infrastructure. In 

future production scenarios two nodes can be considered. 

The exchanged messages will be in JSON format and will have the following structure: 

• Message descriptor 

• Topic: optional, future use of publish/subscribe. 

• Correlation id: optional, future use of synchronous requests. 

• Group id: optional, future use of batching requests. 

• Application: optional, future use of advanced routing. 

• Message identifier: identifier of the request. 

• Payload 

• CDATA element. Each request will be modelled to match with the expected message. 
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• Extended header (optional) 

The replies will be defined as a message with the following elements: 

• Ardor reason code: where 0 means the message was processed successfully, 1 means that the 

message is  awaiting consolidation in the Ardor Blockchain layer and from 2 are error 

codes. 

• Message id: unique identifier of the message in case it triggers a Blockchain transaction it will 

be the same of the full hash transaction id. 

3.3.3. SENATOR ID: functional description 

The different use cases that have been identified in T1.1 “Use Case definition and requirements 

analysis” have made it possible to specify the needs that the SENATOR Digital Identity must cover. A 

proposal of the basic digital identity scheme has been defined to allow the registration of the following 

persons and entities: 

● Person: 

o Natural 

o Legal 

● Entity (IoT): 

o Vehicle 

o Any other future entities (Lockers, Smart Parking, Urban Hubs, etc.) 

 

 
Figure 10. Agents involved in SENATOR ID 

The digital identity approach, shown above, offers the flexibility required to respond to the use cases 

that have been identified, thus enabling the evolution with the eventual addition of any other future 

use cases in a simple, scalable, and secure way. 

3.3.4. SENATOR ID integration 

The SENATOR platform will rely on the SENATOR ID module for the registration and access of natural 

person, legal person and IoT entities that, as defined in T1.1 “Use Case definition and requirements 

analysis”, may access the SENATOR platform in two different ways: 
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• Front web / Mobile APP 

• API 

From a more technical point of view, the following digital identity architecture is proposed, with the 

following components: 

 

 

Figure 11. SENATOR ID architecture 

In the case of using the Front Web or the Mobile APP, persons and entities will be able to access the 

SENATOR platform by registering or logging into the screen enabled for this purpose. In addition, 

SENATOR offer the possibility of access the platform through an API to any third-party platforms. This 

access is specially recommended, but not only, for companies and organizations of a certain size. 

In both cases, through the Front Web and the Mobile App, or via API, the SENATOR ID module will call 

CORREOSID subsequently via API. CORREOS ID is the digital identity solution offered by Correos, which 

currently constitutes the registry method for the company clients, and which has been proven a robust 

and secure solution over time. 

3.4. Message Bus layer  

SENATOR is supposed to be a modular and collaborative system where many software components 

provided by various partners must seamlessly interact with each other. It implies a loose coupling of 

software components that are as independent as possible, leading to an approach where components 

should have a minimum of knowledge about each other and thus, they should be able to perform their 

assigned tasks almost by themselves. A component’s work should not rely on the actual availability of 

another one. 

Hence, a central message bus architecture is a promising approach. In this structure, all components 

are attached to a central communication means and exchange information in a uniform manner. 

Components must be able to send and receive messages on that bus.  
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Messages are generally alike by having common attributes (like an envelope), though they use to 

contain different types of information. This concept allows decisions for attached components on the 

relevance of a message.  

Messages can be consumed by multiple components, whereas the sender does not have any 

knowledge even if there is no consumer at all. The bus is capable to manage a subscriber mechanism 

for components that show interest for a certain kind of information (message channels). Messages 

are kept in the bus system even on temporary absence of a particular attached system to a channel 

and are delivered on reconnection. 

This section focuses on the design of this messaging layer for SENATOR to enable the integration of 

IoT data coming from different sources as well as the internal services interoperability. Open 

standards will be considered to provide a solid integration base for the higher SENATOR modules and 

services. Technical information about the technology behind the message bus deployed for the 

SENATOR project is available in Section 6 of this deliverable. 

3.4.1. Functional and technical description 

The use of a central message bus is a flexible and extensible architecture approach. It allows addition, 

removal, and exchange of components at any time; thus, it supports the distributed development of 

large software systems like SENATOR developed by multiple teams.  

In a message bus architecture (see Figure 12), all components are attached to a central communication 

service instead of a peer-to-peer communicationiv. Components uniformly exchange information via 

so-called messages. Components must be able to send and receive messages on the bus. The bus itself 

is capable to manage a subscriber mechanism for components that show interest for a certain kind of 

information (message channels). Messages are kept in the bus system even on temporary absence of 

a particular attached system to a channel and are delivered on reconnection. 

The message bus architecture allows a very flexible exchange or addition of components at any time 

regardless of the current setup. As messages can be received by multiple consumers, a new or an 

alternative functionality can be easily introduced causing no effect on existing processes. Hence, it is 

very suitable during the distributed development and during a later operation phase. 
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Figure 12. Architectural structure – Communications 

3.4.2. Interoperability and integration 

Communication within SENATOR generally will happen through the sending and receiving of messages 

via the described message bus. There might be few exceptions to the rule, for example, when reading 

of writing bulk data from or to the database, with direct connections available. Web services will also 

be consumed to communicate with some components of the system such as the SENATOR Digital ID 

or the Blockchain node. Communication via the message bus follows the publish/subscribe paradigm, 

where a message is published with a specific topic and all software modules, which have subscribed 

to this particular topic will receive this message. So, the principle is that a software module can and 

has to decide on its own, in which topics it is interested. 

Software modules, which need to communicate within the system, not only need to be connected to 

the message bus and fulfil the basic requirements (e.g., send heartbeat messages), but also need to 

define specific messages and topics that will be communicated to other software modules using a 

common data model. Access to the data storage layer, by default, also uses the bus as described 

above. This is suitable to transport a small to medium size amount of data and obviously is very 
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suitable to send events back and forth. However, in those cases where a software module needs to 

read or store large amounts of data, the read or write request might be started by sending messages 

back and forth, but the actual transport of the data to or from the software module might happen 

with direct database accesses. 

SENATOR APIs will also be deployed in order to expose some service results and calculations to the 

presentation layer and to enable the interoperability with external operators or other partners. An 

API specification and specific connectors will be defined and published to these operators to allow the 

required interoperability (e.g., routes and vehicles information sharing). An API will also be used for 

the synchronous and secured communication with the Blockchain, and identification modules as 

shown in the Figure 12. 

3.5. Service layer  

The Services Layer is one of the horizontal layers which provide the business functionality supported 

in the Services Oriented Architecture (SOA). From a design-time perspective, this includes assets 

including service descriptions, contracts, and policies. It defines runtime capabilities for service 

deployment, but the instantiation of the Architecture Building Blocks (ABBs) are housed in the 

Operational Systems Layer. It also provides the service contract elements that can be created at design 

time to support subsequent runtime requirements. 

Service specifications provide consumers with sufficient detail to locate and invoke the business 

functions exposed by a provider of the service. Ideally, this is done in a platform-independent manner. 

Service specifications may include: 

• A description of the abstract functionality offered by the service is similar to the abstract stage 

of a WSDL description; note that the use of WSDL is illustrative and the description can be 

done in any language supporting description of the functionality 

• A policy document 

• SOA management descriptions 

• Attachments that categorize or show service dependencies 

 

For the design of each service envisaged, the following stages have been completed: 

• Uses cases: definition of user expectations from this type of tools. This stage includes the 

location and style of interface/call to actions. 

• UI/UX: definitions based on wireframes and mock-ups in order to validate position, style, and 

other inspirational elements according to the defined uses cases. 

• Stack: list and description of the technical solution proposed for each component of the 

platform. 

• Architecture (logical and physical): list and description of each component and all relations 

between components related to dataflow. Security conditions will be an asset. 
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4. Services specification 
The four main services within SENATOR are described briefly below: 

• On-demand Platform manager (OPM). This service includes the functionalities that will 

provide end users with a tool to visualize all the possible options generated by the multimodal 

planner before a new transport service is proposed. This includes cost, a route and the ETA 

which will be calculated using the resultant algorithms from the dynamic planner. 

• Multimodal Fleet Manager (MFM). This service will provide operators a graphical interface 

that will allow them access to all the options resulting from the data processing layers and 

specialized modules described by the requirements of the Intelligent Algorithms developed in 

WP2. 

• Smart Routes Manager (SRM). This service will allow operators and transport agents to 

monitor routes and to develop a dynamic planning for incidents and alterations in the load.  

• Diagnosis of Urban Infrastructure (DUI). This service includes the functionalities that will 

allow municipalities and infrastructure managers to access the information generated by the 

SENATOR platform related to traffic restriction policies and municipal regulations. 

 

4.1. On-demand Platform manager 

4.1.1. Functional description 

The objective of this service is threefold: first, to integrate the demand for shipments coming from 

different sources (e.g., citizens, merchants, logistic providers, etc.); second, to match that demand 

with the offer of carrier services available at that time on the SENATOR platform; and third, to manage 

the interaction with shippers and receivers.  

The main components of this service are the following: 

- Web application 

- Mobile application 

- Dashboard 

- API 

All these components are described below. 

4.1.1.1. Web Application 

The OPM web application is oriented to provide the next functionalities to citizens, merchants, and 

logistics providers: 

- SENATOR Account 

- Registration of shipments in SENATOR 

- Service selection 

- Generation of anonymised labels 
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- Shipment tracking 

- Incident management 

- Acknowledgement of receipt  

In the following paragraphs, we will detail each of them. We indicate whether the functionalities are 

for Shippers (S), Recipients (R), or both (S&R). 

• SENATOR Account (S&R): the user (e.g., delivery generators/receivers, Logistic operator) will 

register into SENATOR introducing the required data (e.g., name, category of user, address, 

etc.). This registration will create an entity in the SENATOR ID service. 

• Shipment registration (S): Depending on the role of the user (e.g., citizen, merchant, logistic 

company, transport agent) the system will provide different ways to register the shipment. In 

this way, for citizens and merchants, the information required will be as follows:  

o Address of origin and destination of the shipment (UCC, Smart Locker, Regional 

Market, post offices and address) 

o Delivery time slots  

o Type of product (cold, refrigerated, dry) 

o No. of packages 

o Size and weight of each package 

When the origin or destination of the shipment is a parcel locker, the system will show the 

availability of this devices to select from, and the user should peak one of them. 

In the case of logistics providers, in addition to the previous option, the system will also allow 

shipments to be registered by uploading a CSV file. 

• Service selection (S): Once the user has validated the registration of one or more shipments, 

the system will show the different last-mile logistics service categories available for the 

characteristics of that shipment (e.g., regular delivery, green delivery, etc.) and the cost of 

each service. The user will select the preferred service category. 

• Payment and invoicing (S): the system will display the total cost and ask for the payment 

method. Followingly, if the payment is successful, it will generate the corresponding ticket 

and/or invoice. 

• Generation of anonymised labels (S): Once the system has received the payment, the web 

application will generate anonymised labels to be attached to the shipment. These labels will 

only display a QR/barcode. Nevertheless, part of the normalized postal address like the street 

name, the zip code and/or the city will be visible. In this way, the delivery person and the users 

will be able to validate that the address has been properly registered and geolocated by 

SENATOR. 

• Shipment tracking (S&R): The web application will also allow users to track the current status 

of their shipment(s) and the estimated pick-up or delivery time of their shipment(s). 

• Incident management (R): If the collection or delivery of a shipment is not possible (e.g., 

absence of the customer, incorrect address, etc.) the system will display an alert to the 

recipient (e.g., web display, SMS, e-mail), and depending on the level of service contracted, it 

will give the user the option to choose a new time slot for delivery or collection. 

• Incident management (S): Analogously, in the event of an incident, the shipper will be notified 

and informed about the decision of the recipient (e.g., new time slot, etc.). In the case that 
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the recipient could not be reached according to the level of service contracted, the shipper 

will be notified about the return of the item. 

• Acknowledgement of receipt (S&R): Once the recipient has accepted or signed for the 

delivery of the shipment, the system will notify both that the shipment has been successfully 

completed. 

4.1.1.2. Mobile Application 

The mobile application of the OPM service is aimed at the same users and has the same objectives as 

the web application described in the previous section. It will therefore have the same functionalities 

as the web application, although, the next functionality will be added: 

• Secure recipient identification: the mobile app will allow the recipient of a shipment to 

identify himself/herself in a secure way using NFC or Bluetooth technology in combination 

with the SENATOR ID identification service. 

4.1.1.3. Dashboard 

This service is primarily aimed at SENATOR platform managers (Control Tower Managers) and will have 

the following functionalities: 

- User management (Senders & Receivers) 

- Last-mile logistics services management 

- Demand visualization & analysis 

- KPI visualization 

 

Below, we describe each of them: 

• User Management: the system will make it possible to view and manage the users registered 

in the On-demand Platform Manager service, always in accordance with the privacy 

requirements imposed by SENATOR and the GDPR. 

• Last-mile logistics service management: this functionality will allow the Control Tower 

Manager to configure the categories of last-mile logistics services to be offered by SENATOR 

(e.g., categories, prices, rules for each category, etc). For the configuration of the services, the 

user will be assisted by tools based on Artificial Intelligence. 

• Demand visualization and analysis: the dashboard will also allow the platform manager to 

visualise and analyse demand. It will mainly rely on geopositioning information and will 

provide the user with different tools for spatial visualisation, historical data analysis and 

predictive analysis based on Artificial Intelligence techniques. 

• KPIs visualization: With this functionality, managers will be able to monitor in real-time the 

current and future state of demand in SENATOR. 

4.1.1.4. API 

In order to facilitate the interoperability of this service both with third parties and with other 

components of the system, an API will be developed that will give access to most of the functionalities 
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described for the previous components. Specifically, the API will implement the following 

functionalities: 

• SENATOR Account 

• Registration of shipments in SENATOR 

• Service selection 

• Generation of anonymised labels 

• Shipment tracking 

• Incident management 

• Acknowledgement of receipt 

• Demand monitoring 

• KPIs monitoring 

 

4.1.2. Interaction with other components 

The interaction between the “On-demand Platform manager” service and the other modules and 

layers within SENATOR platform is described in the following Figure: 

 

 

Figure 13. Interactions of the OPM service with other SENATOR components  
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4.2. Multimodal Fleet Manager 

4.2.1. Functional description 

The main objectives of this service are the following: first, to aggregate the information of logistics 

companies and transport agents that would participate in SENATOR as service providers (e.g. available 

vehicles, vehicle characteristics, available capacities, etc.); second, to plan delivery routes taking into 

account the demand to be covered and its features (e.g. level of service, user preferences, etc.), the 

fleet characteristics and available logistics services, as well as restrictions and preferences of 

authorities and managers (e.g. zero-emission zones, cleaner vehicles, less polluting vehicles, etc.); 

third, to assist the operators of the UCCs in consolidating orders and preparing the departure of 

delivery routes.  

The main components of this service are as follows: 

- Web application 

- Mobile application 

- Dashboard 

- API 

 

Each of these components is described below. 

4.2.1.1. Web Application 

The web application is primarily aimed at logistics companies and transport agents offering their 

services to the SENATOR platform and UCC operators. Depending on the role of the user, the 

functionalities available will be different. In the case of logistics companies and transport agents, the 

available functionalities are as follows: 

- SENATOR Account 

- Vehicle registration & monitoring 

- Smart lockers registration & monitoring 

- Staff registration & monitoring 

- Logistics Service settings 

- Planned routes monitoring 

- Notifications 

- Payment & Invoicing 

The description of these functionalities is as follows: 

• SENATOR account: this functionality is analogous to the one described in the previous 

subsection. 

• Vehicle registration & monitoring: this functionality of the service aims to allow logistics 

companies and transport agents to register the vehicles they make available to SENATOR and 

their features (e.g., type of vehicle, power technology, capacity, etc.). It will also allow 

visualising usage statistics of each vehicle in SENATOR. 
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• Smart lockers registration & monitoring: This service will also give the possibility to those 

logistics service providers or other entities that wish to register their smart lockers so that 

they can be used by SENATOR. In addition, it will provide usage statistics of registered Smart 

Lockers to be displayed. 

• Staff registration & monitoring: Logistic service providers will also be able to register the staff 

involved in the delivery, in order to ensure a better physical security of the shipments and 

people. The registered staff will have an identifier generated by SENATOR ID. In addition, this 

functionality will allow the provision of relevant labour information for the delivery (e.g., 

working shifts, maximum working hours, breaks, etc.). 

• Logistic Service settings: The purpose of this functionality is to establish the characteristics of 

the delivery service that the supplier makes available to SENATOR. Among other aspects, it 

will allow defining the following: 

o Select which registered vehicles are available and at what timeslots. 

o Assign staff to vehicles so the system can take into account their working conditions. 

o Establish what percentage of vehicle capacity is at SENATOR's disposal (e.g., 50%). 

o Determine whether the capacity and vehicle are fully at SENATOR's disposal, or 

whether it has a predetermined route that the system must comply with. In the 

former case, SENATOR will calculate the full route of the vehicle, while in the latter, 

SENATOR will recommend shipments that can be included in the predetermined 

route. 

• Planned routes monitoring: Once SENATOR has calculated the delivery routes, it will notify 

all service providers who have been assigned a route and/or order. In this functionality, these 

service providers will be able to see the details of these and accept or reject them. In the case 

of rejection, they will not receive any further assignments until the next delivery shift. If 

accepted, they will be able to follow the status of the assignment and will be notified when 

everything is ready to proceed (e.g., shipments are consolidated in the UCC). 

• Notifications: This functionality corresponds to a notification service to alert the logistic 

companies and transport operators of different events such as routing/shipping assignments, 

consolidated cargo ready to be loaded on the UCC, etc. 

• Payment & Invoicing: Through this functionality, the user will be able to receive information 

on payments received for services, invoices, etc.  

For UCC operators, the functionalities of the web application are the next ones: 

- SENATOR account: Analogous to the homologous functionalities described above. 

- Consolidation centre data: The system will display information related to the consolidation 

centre assigned to the employee (e.g., UCC, Regional Market, etc.) in order to help him/her in 

his/her task. This information could include maps of the site, general information on the 

consolidation procedure, etc. 

- Shipment consolidation data & monitoring: Once the routes are calculated and accepted by 

their respective logistic companies and transport agents, and the shipments are physically at 

the consolidation centre, the system will notify the UCC operators which shipments to 

consolidate and in which dock-doors the consolidated load should be available. This 

functionality will also allow the UCC operator to indicate when the consolidation process is 
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complete (to notify the logistics service provider) and when the logistic companies and/or 

transport agents have taken all the shipments for delivery. 

- Notifications: This is a notification service, in which the system will inform the user of events 

such as assigned consolidation tasks, the arrival of shipments at the consolidation centre, the 

arrival of the transport operator, etc. 

4.2.1.2. Mobile Application 

This component is analogous to the web application for logistic companies and transport agents, but 

for UCC operators. Apart from the functionalities listed in the web application, the mobile app also 

includes a functionality for the secure identification of delivery person, analogous to the one 

described in Section 4.1.1.2. 

4.2.1.3. Dashboard 

This component of the service is directed to SENATOR platform managers (Control Tower Managers) 

and UCC Managers, and its main functionalities are the following: 

- SENATOR account: Analogous to the homologous functionalities described above. 

- Consolidation Centre Management: The system will allow the configuration and 

management of different aspects of the UCCs involved in the shipment delivery process, such 

as spaces for consolidation, dock-doors, staff, etc. 

- Logistics service provider management: The purpose of this functionality is the management 

of the logistic companies and transport agents registered in SENATOR that are willing to 

provide their services. 

- Delivery route optimiser configuration: With this functionality, the manager can configure 

different aspects of the delivery route optimiser so that its operation is better adapted to the 

policies and the current needs of the specific place and moment (e.g., maximum response 

time, the priority of each mode of transport and/or propulsion technology, the relevance of 

the various performance indicators, etc.). 

- Urban Infrastructure viewer: The dashboard will also allow visualising, both in real-time and 

predictively, the status of different elements of the urban infrastructure that can affect last-

mile delivery planning (e.g., traffic, accidents, roadworks, loading bays, etc.). 

- Delivery Route Planning and Management: In this functionality, the SENATOR Control Tower 

Manager can launch the route optimisation process, monitor the acceptance by logistics 

providers, adjust these routes and validate the final planning together with the delivery to be 

carried out. Thus, allowing the staring of the shipment dispatching phase, which is monitored 

from the Smart Routes Manager service. In this functionality, the manager will also be able to 

see the final delivery routes, once they have been completed, and will be able to compare 

them with initially planned ones. 

- KPIs visualization: With this functionality, managers will monitor the performance of last-mile 

logistics service planning based on different indicators. 

- Reporting: The system will give the possibility to generate reports on the different elements 

that make up this service such as logistics service providers, route planning, urban 

infrastructure, etc. 
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4.2.1.4. API 

As in the previous service, in order to facilitate the interoperability both with third parties and with 

other components of the system, an API will be developed to give access to most of the functionalities 

described above. Specifically, the API will implement the following functionalities: 

- SENATOR Account 

- Vehicle registration & monitoring 

- Smart lockers registration & monitoring 

- Staff registration & monitoring 

- Logistics Service settings 

- Planned routes monitoring 

- Notifications 

- Payment & Invoicing 

- Consolidation centre data 

- Shipment consolidation data & monitoring 

- Logistics service provider management 

- Delivery Route Planning and Management 

 

4.2.2. Interaction with other components 

The interaction between the “Multimodal Fleet Manager” service and the other modules and layers 

within SENATOR platform is described in the following Figure: 

 

 

Figure 14. Interactions of the MFM service with other SENATOR components 
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4.3. Smart Routes Manager 

4.3.1. Functional description 

The objectives of this service are as follows: first, the monitoring of delivery routes in real-time (e.g. 

location of vehicles, the status of consignments, etc.); second, the monitoring of incidents that may 

affect the normal course of delivery routes; third, the load balancing of operators in cases of incidents 

that significantly affect the delivery of shipments; and fourth, the monitoring of the status of the 

infrastructure in real-time (e.g. traffic, loading bays, etc.).  

There are also four components of this service: 

- Mobile application 

- Web application 

- Dashboard 

- API 

4.3.1.1. Mobile Application 

The mobile application is one of the main components of this service and is aimed exclusively at 

delivery personnel. It has the following functionalities: 

- SENATOR account: Analogous to the homologous functionalities described above. 

- Validation of shipments to be delivered: The purpose of this functionality is to allow the 

delivery personnel to validate, by reading the label, that a certain shipment or group of 

shipments are the ones assigned to him/her. This will be done by reading the QR code of the 

anonymised SENATOR label. It will also be possible to enter the parcel code by text or voice. 

In this process, the delivery person will also be able to validate if the address and geolocation 

of the package are appropriate. 

- Delivery route information: Once the courier has validated all the deliveries, with this 

functionality, the system will show a list with all the deliveries/collections to be done, their 

priorities, time windows, etc. Delivery personnel will also have the possibility to visualise the 

route on a map. 

- On-route delivery assistance: This functionality aims to help the personnel during the delivery 

process with different tools such as navigation to the next delivery/pick-up point, the grouping 

of nearby deliveries, location of loading/unloading zones, etc. 

- Incident assistance: The system will allow delivery personnel to manage incidents in two 

different ways: 

o Incident notification: In the event that a delivery person suffers a problem that 

prevents him/her from completing his/her deliveries on time (e.g. vehicle breakdown, 

delay with respect to the schedule, etc.), through this functionality , the personnel will 

be able to notify SENATOR of this incident, so that SENATOR can activate the Network 

Load Balance service (described below), which allows the system to automatically 

manage this incident, assigning part of his/her load to another delivery person. Once 

notified, this functionality will also give the instructions to be followed in order to 
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transfer the shipment (e.g., meeting point, shipments to transfer, identification of the 

other delivery person, etc.). 

o Incident Support Notification: In this second mode, the delivery person is notified 

that an incident has occurred and that the load balancing system has assigned him/her 

the task of supporting the incident. As in the previous mode, the system will indicate 

the steps to carry out the shipment transfer. 

- Secure recipient identification: This functionality allows on the one hand to verify the 

identification of the final recipient of a shipment, and on the other hand, in case of an incident, 

the identity of the delivery person involved in the resolution of that incident. 

- Delivery and shipment status management: In this last functionality, the mobile application 

will allow validating the delivery of a shipment to its final recipient, or in case it is not possible, 

notifying the incident and modifying the status of the shipment so that it is registered in the 

system. 

4.3.1.2. Web Application 

The web application is aimed exclusively at logistic companies and transport agents offering their 

services on SENATOR. It offers the following functionalities: 

- Monitoring of own fleet and associated shipments in real-time: With this functionality, 

logistics operators will be able to monitor in real-time the position of their vehicles on a map 

and the status of the shipments assigned to them. They can also visualise different 

performance indicators of their fleet in real-time. 

- Incident notification & support: This functionality is connected to the Network Load Balance 

service mentioned above and described in the following section. The service provider will be 

notified in case the incident affects one of its vehicles, or if the system has assigned one of its 

vehicles to provide support. In the first case, after notification of the incident, the system will 

inform the service provider of the status of SENATOR's handling of the incident. In the second 

case, it will inform the service provider of the meeting point and the parcels assigned to the 

vehicle(s), so that they can accept or reject to be in charge of their delivery. If it accepts, the 

system will also inform it about the evolution of the status of the incident. 

4.3.1.3. Dashboard 

The dashboard is another main component of this service and is mainly oriented towards SENATOR 

platform managers, also referred as Control Tower Managers. It offers the following functionalities: 

- Real-time monitoring of fleet and deliveries: This functionality aims to allow Control Tower 

Managers to monitor in real-time the status of the fleet of vehicles and shipments associated 

with the different service providers. This functionality will be based on the visualisation of 

geopositioning information of both vehicles and shipments on a map. In addition, it will 

employ the use of panels and KPIs to monitor the progress of each of the delivery routes, thus 

facilitating the detection of possible incidents. 

- Real-time visualization of urban infrastructure: The system will also allow real-time 

monitoring of the status of different aspects and elements of the urban infrastructure that 
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can influence the correct functioning of the routes that are currently being delivered (e.g., 

traffic, accidents, roadworks, loading bays, etc.). 

- Real-time and predictive incident monitoring: The purpose of this functionality is to monitor 

in real-time the incidents that occur concerning the delivery process (e.g., breakdown of a 

vehicle or delay reported by a delivery person) or external (e.g., congestion due to a traffic 

accident in an area of the city). It will also have a predictive alert system to anticipate these 

possible incidents. Once the incident has been notified, the Control Tower Manager will 

decide what measures to take in each case. 

- Network load balance: This functionality aims to improve the resilience of the SENATOR 

platform against incidents that significantly affect the delivery commitment of a relevant 

number of shipments, i.e., their delivery within the contractually agreed period. Common 

reasons for these incidents can be the breakdown of a delivery vehicle, delay with respect to 

the initial planning of a route, etc. In the event of these types of incidents, the manager will 

identify the route or routes affected (manually or based on the information provided by the 

incident identification service) and activate the network load balance procedure. Concretely, 

using Machine Learning and route planning algorithms, the system will determine the 

following:  

o The vehicles that will take over the total or partial loading of the vehicles affected. 

o The meeting point for the exchange of goods. 

o The new route to follow for both the vehicles affected by the incident and for those 

who have taken over part of their loads. 

If all service providers involved agree with the replanning of the delivery, the system will guide 

the involved delivery personnel in the steps to follow, as explained in the "Incident Assistance" 

functionality of the mobile application. 

- Reporting: The system will give the possibility to generate reports on the different elements 

that make up this service such as logistic network performance, route planning, incidents, 

urban infrastructure, etc. 

4.3.1.4. API 

In a similar way to what we saw in the previous services, to facilitate interoperability both with third 

parties and with other components of the system, an API will be developed to give access to most of 

the functionalities described above.  

Specifically, the API will implement the following functionalities: 

• SENATOR account 

• Validation of shipments to be delivered 

• Delivery route information 

• On-route delivery assistance 

• Incident assistance 

• Secure receiver identification 

• Delivery and shipment status management 

• Monitoring of own fleet and associated shipments in real-time 

• Incident notification & support 
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• Real-time monitoring of fleet and deliveries 

• Real-time visualization of urban infrastructure 

• Real-time and predictive incident monitoring 

• Network load balance 

4.3.2. Interaction with other components 

The interaction between the “Smart Routes manager” service and the other modules and layers within 

SENATOR platform is described in the following Figure: 

 

 

Figure 15. Interactions of the SRM service with other SENATOR components 

4.4. Diagnosis of Urban Infrastructure 

4.4.1. Functional description 

The objectives of this service are the following: first, monitoring and management of urban 

infrastructure involved in last-mile logistics (e.g., traffic, low emission zones, loading bays, etc.); 

second, monitoring and management of incidents related to urban infrastructure.  

This service has only the following two components: 

- Dashboard 

- API 

Each of them is described below. 
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4.4.1.1. Dashboard 

The dashboard is the main component of this service and is mainly oriented towards City and 

Infrastructure managers. The main functionalities it would offer would be the following: 

- Urban infrastructure management: The objective of this functionality is to allow managers to 

register in the system and manage different elements of the urban infrastructure that affect 

last-mile logistics. Some of these elements would be the following: 

o Traffic restrictions 

o Zero or low emission zones 

o Loading bays 

o Etc. 

- Real-time monitoring of urban infrastructure: The system will allow real-time monitoring of 

the city's traffic and the state of the urban infrastructure registered in the system, with 

information available in real-time. Loading bays deserve special as they are a very important 

element in last-mile logistics and the use cases defined in SENATOR. 

- Real-time visualization of last-mile logistics: The purpose of this functionality is to visualise 

in real-time different elements of the city's last-mile logistics registered in the SENATOR 

platform, such as demand, route planning, or the delivery process. 

- Real-time and predictive incident monitoring: The purpose of this functionality is to monitor 

in real-time the incidents that occur in the urban infrastructure that may affect the last-mile 

delivery process of the city (e.g., congestion due to a traffic accident in an area of the city). It 

will also have a predictive alert system to anticipate these possible incidents. Once the 

incident has been notified, the platform manager will decide what measures to take in each 

case. 

- KPIs visualization: With this functionality, managers can monitor the performance of the 

urban infrastructure and last-mile logistics services based on different indicators. 

- Reporting: The system will give the possibility to generate reports on the different elements 

that make up this service such as urban infrastructure status, last-mile logistics performance, 

etc. 

4.4.1.2. API 

As in previous services, to facilitate the interoperability both with third parties and with other 

components of the system, an API will be developed to give access to most of the functionalities 

described above.  

Specifically, the API will implement the following functionalities: 

- Urban infrastructure management 

- Real-time monitoring of urban infrastructure 

- Real-time and predictive incident monitoring 

- KPIs 
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4.4.2. Interaction with other components 

 

Figure 16. Interactions of the SRM service with other SENATOR components 
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5. Deployment architecture 
This section of the document describes the execution environment for each of the modules identified 

in the previous section and the physical environment(s) where the platform will be deployed. 

SENATOR covers diverse fields, ranging from IoT data collection, communication with external 

systems, artificial intelligence (AI) algorithms for optimization, web applications, Blockchain nodes, 

geospatial database servers, etc. This heterogeneity in terms of the type and nature of the systems 

require an environment that is flexible and that adapts to changes, both technological and functional 

or non-functional. 

For this reason, SENATOR will use a microservices architecture deployed in containers. Containers 

offer a logical packaging mechanism in which applications can be abstracted from the environment in 

which they actually run. This decoupling allows container-based applications to be deployed easily 

and consistently, regardless of whether the target environment is a private data centre, a public cloud, 

or even a developer’s personal laptop. 

Instead of virtualizing the hardware stack as with the virtual machines approach, containers virtualize 

at the operating system level, with multiple containers running atop the OS kernel directly. This means 

that containers are far more lightweight: they share the OS kernel, start much faster, and use a fraction 

of the memory compared to booting an entire OS. 

Containers work best for service-based architectures. Opposed to monolithic architectures, where 

every piece of the application is intertwined, service-based architectures separate these into separate 

components. Separation and division of labour allows services to continue running even if others are 

failing, keeping the solution more reliable. Therefore, if any of the SENATOR components should fail, 

for example one of the connectors that retrieve data for the on-demand platform manager, the rest 

of the system can continue to operate, with limited but stable functionality until that module is fixed. 

And this is precisely another advantage of the service architecture, it is easy to identify which 

component is failing and as the system is divided into small services only a single point of failure will 

need to be modified and/or fixed, making maintenance tasks easier. 

There are different solutions and platforms for deployment and orchestration of containers. In 

SENATOR we will use Kubernetesv, as it has a large development community which has positioned it 

as the de facto framework for the deployment of virtualization environments at the enterprise level 

and has the endorsement that it was designed and developed by Google engineers. Kubernetes is an 

open-source container orchestration platform that automates many of the manual processes involved 

in deploying, managing, and scaling containerized applications.  
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Figure 17. Kubernetes architecture 

Figure 17 shows the general architecture of a Kubernetes cluster. As can be seen, the SENATOR 

platform will be deployed in a compute machine inside one or more pods. A pod is the smallest and 

simplest unit in the Kubernetes object model. It represents a single instance of an application. Each 

pod is made up of a container or a series of tightly coupled containers, along with options that govern 

how the containers are run. If necessary for technical or performance needs, more nodes could easily 

be deployed in the Kubernetes cluster and the containers could be distributed in different pods to 

improve their performance and responsiveness. 

5.1. Platform containers 

As stated previously, SENATOR services will be deployed in independent containers. Below is a Figure 

with all the containers that will be developed and deployed to build the SENATOR Platform. For most 

of them a functional description has already been made within this document. As for the Message 

Bus-based communications module, it will be described in detail in section 6. The deployment 

environment will be described below. 
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Figure 18. SENATOR Platform Containers 

Some of the logical components identified in section 3 (Overview of the System) are direct translations 

into a container, as well as each of the four main SENATOR services described in section 4 (Services 

specification). It will therefore be deployed in their own isolated execution environment within that 

container. Other components however will be grouped and executed in the same container due to 

the similarity of their technologies or communications with the rest of the system such as the different 

persistence repositories. 

5.2. Deployment and execution environment 

From the project requirements stated in the Grant Agreement, we already derived technical and 

architectural decisions for a component-based architecture. Hence, SENATOR is supposed to be 

developed by autonomous and collaborating services orchestrated and deployed on a common 

platform. This allows a distributed development in separated teams and offers the use of the most 

appropriate technology for each component.  

In the early development phases of the project the environment can be configured and deployed in 

the facilities of the University of Deusto. When a mature phase of the project is reached, the system 

will be deployed in an online cloud solution, not defined yet as of the date of this report. 

 

5.2.1. Technical Requirements 

SENATOR needs to be based on a modular approach. As the term “module” is ambiguous, it has to be 

clarified: 
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- SENATOR services are fully functional units, which are developed majorly by one project 

partner to fulfil a defined requirement. They may consist of various software components 

performing dedicated tasks and will be deployed in a Docker containervi. 

- SENATOR software components are the smallest building blocks and represent a deployable 

and executable software service. A software component has a defined interface (to the 

message bus, maybe more). It must be packaged to be able to be deployed and managed in 

the SENATOR environment. 

SENATOR software components must have some common behaviour: 

- They must be attachable to the central message bus. 

- They must support the “Heartbeat service” via the message bus to inform the environment 

about its existence and status. 

- They must be packaged in a Docker image that is compatible with the environment 

- They must be locally independent and be deployable on any Kubernetes node. 

- They must have interoperable interfaces that will be used to interconnect between different 

software modules in a final infrastructure that will not impact scalability and performance of 

the platform. These interfaces will be implemented preferably by messages sent via the 

message bus. 

5.2.2. Organizational Requirements 

A challenging aspect of the development is that all developing partners are located in different places, 

use different methods and technologies (e.g., programming languages, operating systems, platforms) 

and have their own established development process. The communication technology and 

specification must respect these circumstances and may not rely on certain proprietary assumptions 

about technology.  

Although any software component provides a unique service for the SENATOR system, they must fulfil 

a common behaviour and format. This should create a definition for future modules, which might be 

added at a later stage to extend the system with more functionality and with little impact to existing 

modules. The structure, deployment, management, and orchestration of software components must 

be as identical as possible and supported in a standardised way. Besides, components may be 

unavailable or updated, and the rest must be able to deal with it. 

As it crucial for the development to have at least a near-to-production environment, but not always 

feasible for legal and technological reasons, it must be possible to simulate other system components 

in a local setting. Hence, communication interfaces must be specified with format and content. The 

degree of coupling between the systems differs from very tight to almost independent. The 

architecture must support this range in a suitable manner. 

5.2.3. Security Requirements 

Severity of the privacy related issues resulted in new data regulation – GDPR, a leading regulation for 

harmonization of the data privacy law in Europe. To ensure good data privacy practice SENATOR will 

rely on main principles of GDPR and will explicitly consider: 1) who is collecting the data and 2) for 
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what purpose and which data are being collected, 3) who can process the data and 4) if the data are 

used by the third parties other than original data processor, which will later lead to different data 

handling mechanisms.  

Based on the GDPR legal framework the following eightvii viii privacy by design strategies can be used: 

randomization and generalization. The amount of personal information processed should be minimal, 

these information should not be accessible in plain text format, the processing should be done in 

distributed fashion whenever possible, personal information should be processed at the highest level 

of aggregation with the least possible detail in which it is still useful, data subjects should be informed 

whenever personal information is processed, and the data controller should be able to demonstrate 

compliance with the privacy policy and legal requirements in case of need. 

The location of the data is important because the guarantees required for their protection differ 

according to the countries in which they are located. The countriesix of the European Economic Area 

provide sufficient guarantees and are not legally considered to be an international transfer of data. If 

data are located in countries outside the European Economic Area there would be an international 

transfer of data, in which case, depending on the country in which the data are located, adequate 

legal safeguards must be providedx.  

Because of the hybrid (local-cloud) architecture design envisaged for the SENATOR platform, the 

contractor itself may not know the precise location of its data and may not have direct control over 

access, deletion and portability, as the information is not physically in its possession. However, if the 

information contains personal data, it would be their responsibility from the point of view of the 

General Data Protection Regulation (EU) 2016/679 of 27 April 2016 (GDPR). 

The suggested strategy for SENATOR involves, on the one hand, a study of all the data resources that 

may or may not be transferred to the cloud depending on the level of risk they present, which requires 

the controller to have a detailed knowledge of the personal data processed. As suggested, a key 

element will be an understanding of the processing of special categories of personal data (e.g., private 

data) or critical data (e.g., Position of vehicles). The transfer of data to computer services does not, in 

principle, exclude any type of data, provided that there is a positive balance between the risks 

assumed and the safeguards, in the form of organisational and technical measures, provided by the 

provider, in order to ensure and be able to demonstrate that the processing is compliant with the 

GDPR. 

 Some of the envisaged measures are the following:  

• The conditions under which the cloud-services are provided should be verified prior to 

contracting in order to determine whether they offer an adequate level of compliance.  

• The conditions offered by cloud-providers should be checked against a checklist that includes, 

inter alia, elements relating to the information provided, location of processing, existence of 

sub-processors, security policies, user rights and legal obligations of the service provider. 

• The consideration of exit procedures in the event of a change of the cloud-provider will 

facilitate data return processes to be carried out without compromising the integrity of the 

data and with full control of the controller over their further destination. Of particular 

importance in this area are the systems provided by the provider to ensure, always, the 

portability of such data. 
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6. Communications middleware 

6.1. SENATOR Cloud Design 

The SENATOR Communication Middleware follows a cloud-based design which uses central elements 

of cloud and hybrid deployments that allow future installations in almost any thinkable way. Hereby 

the platform can be used in the most flexible manner which allows a purely cloud-based setup, 

premise installations without cloud use as well as hybrid combination of it. This design paradigm is 

sketched in the following Figure. The SENATOR System – consisting of on-premise installations and a 

cloud environment – are the central elements. The provider of SENATOR service may decide whether 

to host components internally or externally on cloud instances. In the same way external services 

hosted by cloud service provider offer their services and that are all related to a single SENATOR Cloud 

Service.  

 

  

Figure 19. SENATOR Cloud-based Architecture 

The communication middleware represents an essential part of the SENATOR architecture as it is the 

data backbone of the platform. All data communication with the communication middleware is 

realized here using 3 different pillars for data persistence and communication as shown in the 

following figure. Note, that not all services need to be orchestrated through the SENATOR 

communication middleware as especially services calls are executed directly on the service provider. 
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Figure 20. SENATOR Communication Middleware: Overview with respective service ports 

As part of the middleware, the Relational Database is used for storing static information on profiles, 

addresses, configurations, users, etc. It is accessible from the internet over standard ports using 

conventional drivers such as JDBC or alike which are available in literally every programming language.  

The Time series DB is the data backbone and persistence layer which allows to continuously capture 

and store passing events and stores them with very short delay. In contrary to a relational database, 

time-series databases are optimized for times series data which are characterized as simply 

measurements or events that are tracked, monitored, and aggregated over time. The series database 

is accessible through the internet using TCP and the respective ports. 

Messaging bus is the event backbone of the event-driven architecture (EDA) which is responsible to 

orchestrates behaviour around the production, detection, and consumption of events as well as the 

responses they evoke. An event is any identifiable occurrence that has significance for system 

hardware or software. The Messaging bus externally offers 4 distinguished ports which allow JMSxi 

and MQTTxii messaging in plain text and encrypted fashion. Its core functionality and features are 

detailed in the following section. 

6.2. Messaging layer 

Messaging Bus – Universal Messaging 
One major source of information coming directly from the logistic systems, vehicles on route, and 

sensor readings are messaging events. The underlying communication paradigm is completely 

different from conventional, service-based architectures as they permit high-speed, low latency, and 

high throughput, avoiding time-consuming communication handshakes. 

In SENATOR, the messaging channel operates on TCP/IP enabled networks, and is mainly supported 

by the messaging bus, an intermediary that supports multiple communication interfaces, each one 

defined by a protocol and a port. Messaging relies on transferring data through a common channel in 

an asynchronous manner. Messages are sent from an application without knowing if the other 

application is up and ready at the same time. In the same way, an application that was not connected 

to the messaging system for whatever reason might receive a message, which was sent some time 

ago right after it successfully reconnects to the messaging system. Asynchronous messaging 

strengthens the decoupling of the applications and allows integrators to choose between broadcasting 

messages to multiple receivers, routing a message to one of many receivers, or other topologies. 
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Figure 21. Universal Messaging Enterprise Manager for Channel and Broker management 

A messaging event is the object that is published to the messaging bus (channel, queue, peer-to-peer, 

or data group), and is passed on to subscribed consumers as required. An event may be a simple byte 

array or contain more complex structures, such as complex data structures, dictionaries, Google 

Protocol Buffers, JSON, or JMS events. The underlying messaging model is publish/subscribexiii , an 

asynchronous messaging model where the sender (publisher) of a message and the consumer 

(subscriber) of a message are decoupled. The two simply share a common channel/topic. The 

publisher published data to the channel, which exists within the messaging bus. As messages arrive 

on a channel, the server automatically sends them onto all consumers subscribed to the channel. 

6.2.1. Middleware functional description 

A Messaging system usually involves: 

1. Message Channel/Topic: the way that two applications can message each other. 

2. Message BUS: performs the processing steps to send a message to the proper receiver(s). 

3. Message Translator: converts the data into proper formats. 

4. Message Endpoints: the way to connect to a message channel. 

5. Message Body: the actual pieces of information exchanged among applications. 

 

As message events are handled by the message bus via topics, a set of preliminary topics is created 

(see the example in Figure 21 above) to separate data from different sources into logical channels 

rather than using filtering. In addition, separated data can utilize Data Streams for a single target, 

which facilitates the communication between different platform modules and also reduces the 

communication overhead as modules only receive data relevant for their proper operation 

The performance of the messaging server can be fine-tuned by setting parameters like TTL (time-to-

live), queue capacity or channel capacity. The TTL on a channel specifies how long (in milliseconds) 

each event is retained on the channel after being published. For example, if a developer specifies a 

TTL of 10,000, the events on the channel will be automatically removed by the server after 10,000 

milliseconds. However, TTLs need to be carefully defined because just having a simple channel with a 

TTL of say 1 day (86,400,000 milliseconds), and expecting to publish 1k events per second, this channel 

alone will consume approximately 86.4MB of memory. However, if your data has a very short lifespan 

defined by setting a low TTL, then the memory consumption would be much less than it would be with 

a 1-day TTL. 
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Channel or queue capacity describes the number of events that can be stored in the channel or queue. 

If the size is set to 0 this means that an unlimited number of events can be stored which is dangerous 

as it can swiftly cause system degradation and performance issues due to memory restrictions. Hence, 

capacity must be carefully set if the maximum number of events is reached. The channel or queue 

cannot receive any new events till there are events deleted. 

In most cases, it is meaningful to set a TTL if a channel or queue capacity will be set, so that the channel 

doesn't stop receiving events. A rule of thumb would be 

 

TTL * expected events < channel capacity 

 

In this case, it is like a kill switch that the server does not run full on events if there is an unexpected 

high event rate which can possibly not be handled. 

A sample event for a vehicle location is given below. It is thought that this event is frequently published 

by the delivery vehicles on route to publish their current location status. It hence contains a message 

type (field msgtype), a flag for testing (isTest field), a timestamp in UTC, a vehicle ID, position 

coordinates (fields x, y), speed, angle, and variation. 

 

{ 

"msgtype": vehicleLocation, 

"isTest": <bool>, 

"timestamp": <long/int>,  

"vehicleId": <String>,  

"x": <float>,  

"y": <float>,  

"speed": <float>,  

"angle": <float>,  

"variation": <float>  

} 

Figure 22. Sample event for GNSS vehicle location 

Event types are organized in topics which link events together and act as a bracket between 

semantically relevant events. In SENATOR Events will be grouped into events related to shipments, 

routes, vehicles, or potentially also other events.  

For example, the topic “Vehicles” could be used to exchange all relevant information on vehicles such 

as their current position, their profile, their status and allow tracking of vehicles while they are on 

route. Alike structures will be used for routes, or shipments. An overview is presented in the following 

figure. 
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Figure 23.Topics on Messaging Bus 

6.2.2. Middleware technical specification 

For persistence of non-timely related information, a central relational database will be deployed which 

will store information on routes, vehicles, and shipments. This database will provide the central 

instance for storing operational information and configurations details. From an operational point of 

view, for example, this would include data on routes, the fleet and vehicles, jobs and a defined job 

order and parcels to be delivered. As configuration data user preferences, the configuration of the 

fleet, predefined parcel dimensions and alike would be also included.  

A preliminary database structure is shown below which contains different data schemes and their 

relation (Figure 24 below). 

 

 

Figure 24. Schema on the relational database 
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6.3. Interoperability and integration 

This subsection provides an overview on existing adapters and how they are relevant for the 

implemented system. The first subchapter service-oriented architecture describes the architecture of 

SOA, what advantages contains SOA and what SOA is used to. Moreover, a second architecture which 

is called event-driven architecture will be defined inside the sub chapter service-oriented architecture. 

The second sub chapter web service will describe the components of a web service, which roles exist 

inside a web service and how these roles work together. Furthermore, the components will be 

described in detail.  

 

6.3.1. Service Oriented Architecture 

A Service-Oriented Architecture (SOA) is an abstract concept of software architecture. Furthermore, 

SOA is an architectural pattern in computer software design. Inside SOA the given application 

components provide services to other components. The connection between the components occurs 

by a communication protocol typically over network. SOA is used to:  

• Manage increasing complexity of IT systems 

• Convert criteria such as flexibility, robustness, security, and reusability 

• Independence of the implementation 

There are different definitions to describe SOA. One of them is the following. A service-oriented 

architecture is a framework to integrating business processes and supporting IT infrastructure in form 

of secure, standardized services, which can be re-used and combined to reflect changing business 

needsxiv . Moreover, SOA provides several advantages for the user and the organization.  

The following list contains a part of the advantages. 

• Flexibility to business processes 

• Better alignment of IT and business objectives 

• Structured visualization of business objects 

• Respond quickly to changing business requirements  

Another architecture paradigm is the event-driven architecture (EDA), also known as message-driven 

architecture. EDA is a software architecture pattern promoting the production, detection, 

consumption of and reaction to events. An event is defined by a single occurrence of a process, 

which has significance for system hardware or software. An EDA consists of event producer and 

event consumersxv . 

6.3.2. Web service 

Web services are platform-independent software components to implementing distributed 

applicationsxvi . In other words, a Web service is a service offered by an electronic device to another 

electronic device, communicating with each other via the World Wide Web.  
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A service is a work unit which getting executed by a service provider. A service is used to achieve 

desired end results for the service consumer, also called requester. A Service consumer initiates the 

location of services, binds the service, and invokes the service. The invocation occurs by a request. 

The second role is the service provider. A service provider is an addressable service which accepts the 

request of a service consumer. The service provider takes the request which contains a task and send 

the result back to the service consumer. 

The basis web services platform is XMLxvii combined with HTTP. “Web services use XML at data 

representations and data transportation layer.”xviii XML is the acronym of extensible mark-up 

language. XML is an extensible text format for exchanging structured data. Another text format which 

can be used is JSON. JSON (JavaScript Object Notation) is a lightweight data-interchange format which 

is based on a subset of the JavaScript Programming Language xix. 

All the basic web services contain three components. The three components are SOAP, WSDL and 

UDDI. The following chapters will define the components of a web service very detailed. Moreover, 

there exists a fourth component which is called RESTful. The definition of RESTful will be given later 

in this section. 

6.3.2.1. SOAP 

“SOAP is an acronym for Simple Object Access Protocol. SOAPxx is an XML-based messaging protocol 

for exchanging information among computers.” Furthermore, SOAP offers basic functionality for 

communication and data exchange between Web services. SOAP can extend HTTP for XML messaging 

and exchange complete documents. Moreover, SOAP can call a remote procedure (RPC) and can be 

used to broadcasting a message.  

The following two graphics represent the structure of SOAP. The first graphic will show the basic 

construction of SOAP and which elements exist inside. The second graphic will visualize the structure 

in form of XML-based code. 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 25. a) Example for a SOAP Envelope, b) Example of an XML SOAP Header 
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The SOAP envelope indicates the start and the end of the message. The required SOAP Envelope 

element is the root element of a SOAP message which defines the XML document as a SOAP message. 

The Header is an optional element inside a SOAP message. It offers a flexible framework for specifying 

additional application-level requirements. Examples of a SOAP header element are payment or 

authentication. In case that the header element is present, it must be the first child element of the 

Envelope element. Furthermore, the SOAP Header can have two attributes which will describe in the 

following. The first attribute is called Actor attribute. It is used to address the header element to a 

specific endpoint. The SOAP mustUnderstand attribute is the second attribute inside a header 

element. It can be used to indicate whether a header entry is mandatory or optional for the recipient 

to process. The value of this attribute is a Boolean variable which can be set. If the value of the 

mustUnderstand attribute is set to 1, it indicates that the receiver processing the header must 

recognize the element. The third element of SOAP is called body. It is a mandatory element that 

contains the application-defined XML data being exchanged in the SOAP message. The SOAP body 

element must be contained within the SOAP Envelope Element. The body element contains 

mandatory information intended for the ultimate receiver of the message. Moreover, it is possible to 

define a fault element as a child element of the body element. The SOAP fault element is used to 

indicate error messagesxxi. 

6.3.2.2. WSDL 

WSDL is an acronym for Web Services Description Language. It is based on XML like SOAP and is used 

to describe the functionality offered by a web service. WSDL also describes how to access a web 

service. The root element of WSDL is called definition. It is the root element of all WSDL documents 

and defines the name of the web service. Furthermore, WSDL contains four major elements which are 

child elements of the root element definition. These four elements will be described in the following. 

The data type element defines the data types used by the web service. The second element is called 

message. It defines the data element for each operation. The message element is an abstract 

definition of the data. It contains the information needed to perform the operation. The next element 

is the port type element. This element describes the operations that can be performed, and the 

message involved. It is an abstract set of operations mapped to one or more endpoints. The port type 

element defines the collection of operations for a binding which is the fourth major element. The 

binding element specifies the interface and defines the SOAP binding style and transport to perform 

the operation. Moreover, it defines the protocol and data format for each port type. In addition to 

these four major elements, WSDL defines two more elements. The first element is the documentation 

which is used to provide human-readable documentation. The other element is called import and is 

used to import WSDL documents or XML Schemasxxii . 

6.3.2.3.  UDDI 

The third part of a Web service is UDDI. UDDI means Universal Description, Discovery, and Integration. 

UDDI is a web-based, distributed directory. It is a platform-independent, open framework and can be 

extended to standards. UDDI is an XML-based standard to describing, publishing and finding web 

services. Furthermore, UDDI can communicate via SOAP or CORBAxxiii. UDDI is separated into two 

sections. A registry of all web services metadata and a set of WSDL port type definitions. The registry 
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includes a pointer to the WSDL description of a service. The port types are used to manipulate and 

search the registry. The registry contains three different types of information. These three elements 

are called White Pages, Yellow Pages, and Green Pages. The White Pages contain general contact 

information about the company and its business. Examples of a White Page element are name of the 

company or contact person. The Yellow Page Element contains more details about the company. 

Yellow Pages include details about products and services. The last element is the Green Page. Green 

Pages describe a web service in detail. Moreover, they contain technical information about a web 

service. UDDI is not only used to describe web services. It also can be used to describe any service, 

from a single webpage or email addressxxiv . 

6.3.2.4. RESTful 

REST is the acronym for representational state transfer, an architectural style of application 

programming interfaces consisting of a coordinated set of components, connectors, and data 

elements within a distributed hypermedia systemxxv. REST is an architecture based on web standards 

and uses HTTP Protocol for data communication. Inside REST architecture each resource is identified 

by URIs and global IDs. A REST Server simply provides access to resources and REST Client accesses 

and presents the resources. REST uses several representations to represent a resource like JSON and 

XML. REST based architecture uses different kinds of methods to handle resources. These five 

methods are GET, PUT, DELETE, POST and OPTIONS. The GET method lists the resources and provides 

a read only access to a resource. The PUT method is used to create a new resource. The third method 

is called DELETE and is used to remove a resource. The POST method is used to update an existing 

resource. Moreover, the PUT method is used to create a new resource like the PUT method. The last 

method is called OPTIONS. This method is used to get the supported operations on a resource. RESTful 

Web Services are REST architecture-based web services which are light weight, highly scalable and 

maintainable. Furthermore, they are very commonly used to create APIs for web-based applications. 

RESTful Web Services use HTTP methods to implement the concept of REST architecture. In addition, 

a RESTful Web Service defines a URI, provides resource representation such as JSON and set of HTTP 

methods. 

 

6.3.3. SENATOR components integration 

6.3.3.1. External services integration 

The SENATOR Platform is designed to interface and adapt with several external services due to its 

versatile design principles. Among these services the most relevant to name are the Weather REST 

Service, Traffic service, and others.  

The SENATOR software architecture and its modules are designed to work with standard internet 

protocols. Being based on TCP/IP and UDP information exchange between modules of the SENATOR 

eco system as well as communication with the outside works is realised to allow mobile as well as 

workstation access.  

However, due to the fact, that more and more stakeholders will use the SENATOR portal and its 

components from a mobile client, this is well ensured by supporting 4G and 5G mobile networks. 
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Especially as 5G is currently under development, it denoted the next major phase of mobile 

telecommunication standards that will improve data rates of several tens of Mb/s for tens of 

thousands of users. Although this is far beyond the requirements of SENATOR, it will allow 1 GBit/s to 

multiple users within the same mobile cell. Due to the fact, that the 5G standard will also improve the 

efficiency it is expected that mobile users – for the real-time tracking module – will experience less 

power draw from their mobile clients, resulting in longer lasting batteries.  

Improvements that are expected from 5G around latency will enhance the user connectivity as request 

and response times of REST and WSDL requests are handled more rapidly. Although unlikely it is 

feasible that due to the increase in performance and speed of 5G networks, new use-cases (e.g., as 

the Internet of Things) are likely to further drive requirements and business opportunities of the 

SENATOR platform. 

6.3.3.2. Routing and Traffic Service REST API 

Location based routing and real-time traffic information are essential features to suggest optimized 

routes which also consider suggestions. Services exists for several areas which include vehicle 

routing services, map services, or traffic services.  

• Routing service: helps to find the best way from one location to another, offering options 

like the quietest route for a given daytime or the shortest distance. Some services also allow 

routing between more than 2 stops.  

• Map service: Service that renders 2D map tiles in different types according to the user 

defined attributes. 

• Traffic service: enables visualization of real-time traffic speeds and incidents such as 

accidents, construction sites, or street blockings. It displays information about travel speeds 

on specific road segments that are updated over time.  

• Intermodal routing service: a service which provides a choice of routes as a combination of 

car, bike, taxi, or public transit modes, taking into account real-time traffic information, 

incidents, public transit timetable as well as other dynamic information.  

 

 "features": [ 

  { 

   "geometry": { 

    "x": -122.4079, 

    "y": 37.78356 

   }, 

   "attributes": { 

    "Name": "From", 

    "RouteName": "Route A" 

   } 

  }, 

  { 
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   "geometry": { 

    "x": -122.404, 

    "y": 37.782 

   }, 

   "attributes": { 

    "Name": "To", 

    "RouteName": "Route A" 

   } 

  }, 

  { 

   "geometry": { 

    "x": -122.4095, 

    "y": 37.78379 

   }, 

   "attributes": { 

    "Name": "From", 

    "RouteName": "Route B" 

   } 

  } 

 ] 

Figure 26: Example of a JSON Structure for stop geometries and attributes from route asynchronous servicexxvi  

Today, many service providers exist that offer traffic related services through freemium or 

commercial pricing models. Such service providers are for example HERExxvii or ArcGISxxviii which offer 

a very exhaustive set of service endpoints. 

6.3.3.3. Weather Service REST API 

Weather Data is accessible using the external Weather Data Service. Weather information is made 

accessible using an online service provided by OpenWeatherMapsxxix which offers some of its services 

free of charge. As a source of data, it is using meteorological broadcast services, raw data from airport 

weather stations, raw data from radar stations and raw data from other official weather stations. 

Through its free open-data API allowing JSON, XML and HTML endpoints user can request current 

weather information, extended forecast, and graphical maps. 
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Figure 27. UML Activity Diagram of the Weather Service REST API 

The service provides access to current weather data for any location on Earth including over 200,000 

cities. Current weather is frequently updated (every 10 minutes) based on global models and data 

from more than 40,000 weather stations. The Service output makes data accessible in formats like 

JSON, XML, or HTML. A detailed overview of all parameters can be found in on the public web site of 

Openweathermapxxx. 
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Figure 28. Current Weather Data 

6.3.3.4. 5 day forecast Data 

This service provides a 5-day forecast which is available any location or city. The service provides 

weather data every 3 hours and availability in different formats like JSON, XML, or HTML. 

 
Figure 29. 5-day Forecast Data 

Core parameters returned by each weather forecast call are dt (time of data forecast, UTC), dt_txt 

(data/time of calculation, UTC), and cnt (Number of lines returned by the API call). The other data 

fields are mostly self-explanatory. A detailed overview can be found herexxxi.  
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7. Global Dashboard 
The design process for the global dashboard of the SENATOR platform is presented in this section. It 

will allow the main operator to have an overall view of each of the resources and services managed 

by the platform. The design and development of the dashboard is planned for the next months based 

on the documentation presented in this deliverable 3.1. The next deliverable will be the D3.3 

“Dashboard solution design”, within task T3.3: Global dashboard and User Interface implementation. 

This work is subdivided in two subtasks (1) Implementation of dashboard for real-time and last minute 

and (2) Data visualisation tool and real time system for monitoring and control. 

The Global dashboard module includes the design of all software components for the development 

of a dashboard that will include ETLs processing and geospatial and alphanumeric analysis algorithms. 

A Data Visualization Tool supported on open-source GIS will be built, as frontend application for the 

user interaction with data, which will use charts, tables, and maps with a strong geographical 

functionality. The interface will show and update, in an accurate and a friendly user-experience way, 

the logistics movements of Correos, AnPost and other third parties that as logistics operator could use 

SENATOR platform. Backend and Frontend components will be developed and deployed in the 

infrastructure created.  

For the functional and architectural definition of the solution, the documentation generated in the 

first deliverables of WP1 has been analysed, specifically the "SENATOR use case definition and 

requirements" that encompass the User, Data, and IT Requirements. 

Based on the analysis of these 3 types of requirements, the functional analysis of the solution is 

described in the following subsection 7.1. 

7.1. Functional description 

Based on the User, Data and IT Requirements as well as the User Cases described in WP1, a dashboard 

will be developed, consisting of three elements: a backend, a middleware, and a front for data 

visualisation. This section describes the components required for the front, as both the backend and 

the middleware have already been described in previous sections of this document. 

For the visual part of the solution, two JavaScript-based libraries are proposed, Mapbox GLxxxii and 

DeckGLxxxiii, which allow the visualisation of data from both vector tiles and external GeoJSONxxxiv files. 

Both libraries based on JavaScript, HTML and CSS are compliant with web development standards, 

which makes them very versatile and interoperable. React will be used as the main framework, which 

is based on components, and which will efficiently update and render the correct components when 

the data changes. 

The main screen of the dashboard will be a generic map from which the user will be able to interact 

with all the information loaded. The dashboard consists of a series of actionable elements (buttons, 

dropdowns, or switches) and panels in which other components such as graphs, tables, filters, search 

engines, etc. will be displayed. 

The proposed dashboard consists of the following components: 
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7.1.1. Login & Users 

This component is the one that allows the creation and management of the different types of users 

that access the platform. It is interconnected to the Dashboard by means of a Login window that 

identifies the type of user and therefore the content that can be viewed and the functionalities that 

can be carried out: 

Login window: This is the initial screen in which different users authenticate themselves by the 

method proposed in the project (Digital ID). Depending on the type of user profile and permissions, 

the user will access one type of dashboard or another.  

User management: Window in which the different permissions and roles can be associated to the 

users. The different profiles are described in a later section. 

7.1.2. Dashboard 

Once the user is authenticated through the Login can access to the dashboard, which consists of 3 

main functionalities that are: 

Main Map: where all the information that has a geospatial component that can be represented as 

well as different base maps will be shown. 

KPIs and graphics: menu where the user has access to the different ways of visualising the data, which 

will be dynamically updated both in the normal filters and the geospatial filters  

applied to the information 

Tools: menu that include an address or coordinate search bar. A series of filters with search, filtering 

(spatial or temporal) and a comparator for different geographic areas or data types. 

7.2. Interaction with other components 

If we start from the general architecture of SENATOR described in previous sections, we can see how 

the dashboard is the last layer of data visualisation. 

The Figure below shows the interaction of this Front layer with the rest of the components: 
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Figure 30. Main interaction layers for Global dashboard integration 

The Frontend module must communicate via asynchronous messages with the software universal 

messaging layer, via Digital ID authentication and via Webservices API with the SENATOR backend. 

The SENATOR backend also communicates with the databases to obtain both the data and the list of 

users. 

Depending on the type of user, the interaction with other components will be different. This 

interaction is marked by user management. 

The Administrator user is a team leader who will be able to manage accesses and data from its work 

unit. The user will have access to load new data sources and permissions to save these data within the 

platform, which only people from their business division can access to. 

This user will be an intensive user of the platform with daily access during long periods of time. This 

user is fully aware of the datasets and configuration possibilities as well as the users and their 

capabilities to use the tool. 

The normal user of the platform is intended to be continuously open and interacting with it. Main goal 

for this user is to configure a custom dashboard and to generate outputs or insights in an easy way. 

Solution proposed is focused on this user in order to solve their daily tasks interacting with business 

data. 

The main elements of the dashboard are also conditioned by the different way of accessing 

middleware data. 

The following elements are differentiated in the design proposal:  

• Search Bar: has been integrated into the map (Zone B) with floating access to search tools, 

filtering, and data comparison. 

• Map/Dashboard Area: this is the flexible element of the solution that is adapted to the 

configuration of the tool (Zones B and C).  
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• Filter Area: integrated with the search tool (Zone B), it has a reduced number of panels that 

invade the map area resulting in a much simpler view. It integrates tools for drawing and 

routes calculation. 

• Layer Selection Area: we have given a great presence to this element (Zone A) since it will be 

where the use of the tool starts from and where the user spends a great part of his time, 

configuring the different visualizations of the data.   

• Area List: It has been integrated in Zone A, with a discrete access in a fixed vertical bar that is 

always open to give access to all available datasets. 

 

Figure 31. Diagram of the main functional elements to be considered when making the different design mock-ups. 

 

7.3. Technical description 

A Geographic Information System (GIS) based on open-source technologies is proposed to accomplish 

data integration and visualization. To this end, a web-viewer will be used, allowing users to interact 

with data (a built-in web client application or dashboard based con standard languages (HTML, CSS 

and Js) integrating libraries for maps and graphs such as DeckGL, MapboxGL and Rechartsxxxv. 

The frontend will be built with the framework REACT to render the HTML, and REDUXxxxvi to manage 

the state. To test the code will be used jest and enzyme and to making everything up to code standards 

eslint and sasslint. For making API calls its used mainly axios and fetch, finally to rendering the maps 

will be used Deck GL and Mapxbox GL. 

 

The following is a description of the entire technology stack that will be used throughout the project: 

React and React components 

For rendering the app will be used React, a framework based in components. React. js is an open-

source JavaScript library that is used for building user interfaces specifically for single-page 
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applications. It's used for handling the view layer for web and mobile apps. React also allows us to 

create reusable UI components. The main purpose of React is to be fast, scalable, and simple 

(https://es.reactjs.org) 

UI Components 

For the functional components we will use the component library for React called Material UI (MUI). 

MUI provides a robust, customizable, and accessible library of foundational and advanced 

components, enabling you to build your own design system and develop React applications faster. 

(https://material-ui.com) 

Webpack 

Webpack is a static module bundler for modern JavaScript applications. When webpack processes 

your application, it internally builds a dependency graph from one or more entry points and then 

combines every module your project needs into one or more bundles, which are static assets to serve 

your content from. Has the purpose of bundling the app in one file. 

(https://webpack.js.org) 

Redux 

Redux is a predictable state container for JavaScript apps. It helps you write applications that behave 

consistently, run in different environments (client, server, and native), and is an easy to test tool and 

is compatible with React, or with any other view library. 

We will use Redux, a predictable state container for Js apps to manage the state of the app and data 

flow (https://redux.js.org/). An example is shown below: 

Authentication – Filters - KPIs information -Layers visibility -Table information -Viewport map 

Axios 

Axios is a Promise-based HTTP client for JavaScript which can be used in front-end application  

By using Axios it is easy to send asynchronous HTTP request to REST endpoints and perform CRUD 

operations. The Axios library can be used in plain JavaScript application or can be used together with 

more advanced frameworks. 

(https://github.com/axios/axios) 

MapboxGL & DeckGL 

These are the main map libraries for mapping. Deck GL is an open source, WebGL-powered library 

for exploring and visualising data assets at scale. Created by Uber, it is especially useful for pulling 

information from geospatial data sources, such as map data, enabling analysis of large data sets in a 

highly visual way. 

Mapbox GL JS is a JavaScript library that uses WebGL to render interactive maps consuming vectors 

and styles. 

(https://www.mapbox.com/mapbox-gljs) 

(https://deck.gl/) 

Charts, KPIS, filters libraries 

For the graphics and KPIS of the dashboard, 2 or 3 libraries will be used such as Recharts and Airship. 

Recharts is a composable charting library built on React components with a lot of types of charts. 

https://es.reactjs.org/
https://material-ui.com/
https://redux.js.org/
https://github.com/axios/axios
https://www.mapbox.com/mapbox-gljs
https://deck.gl/
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Airship is a JavaScript library that includes a lot of functionalities and features such as KPIs calculations, 

layer selection and filters. 

https://recharts.org/en-US/ 

https://docs.airship.com/ 

Eslint  

ESLint is a JavaScript linter that statically analyses your code to quickly find problems. ESLint is built 

into most text editors, and you can run ESLint as part of your continuous integration pipeline.  

(https://eslint.org/) 

The way of working for the Development and Delivery process consists of: 

Development 

At the development level, code repositories and version control are used. Specifically, Bitbucket from 

Atlassian is used. This software allows for automatic testing before uploading each feature and its 

merge to master. 

https://bitbucket.org/ 

We usually work in a development environment and after validation we upload the versions to the 

production environment. Deployments are done in docker containers in such a way that we ensure 

that the libraries and dependencies are always correct. 

Testing 

The libraries we will use for testing the code are jest and enzyme. There are two types of tests, the 

component tests and function tests. 

The component tests - We will use enzyme/react-test-renderer in junction with jest to test the react 

components. 

The function tests - We only use jest to test any function (any non-react function). 

Delivery 

Deliverables will be made using docker containers that can be orchestrated with other components 

outside the Front using an orchestrator such as Kubernetes. 

7.4. Dashboard UX design 

Generically, the end users of the application are divided into 3 clearly defined user profiles (Already 

explained in chapter 4): 

• Senders (S) 

• Receivers (R) 

• Both (S&R). 

Within these profiles, there is another typology of potential users such as the Platform Manager, 

Control Tower (Manager, Operator), Delivery Generators/Receivers (Shipper, Recipient, Commercial 

group, Logistic Operator), UCC Workers (Manager, Operators), Urban Managers (Municipalities and 

infrastructure Manager, Municipalities, and infrastructure Technician), Logistic company / transport 

agents (Responsible of logistic company, Unit Manager, Delivery person). 

https://recharts.org/en-US/
https://docs.airship.com/
https://eslint.org/
https://bitbucket.org/
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Figure 32. Diagram of the different types of users and roles contemplated by the platform. 

When each profile accesses the Platform, the visualisation of functionalities and data will be different 

and should be clearly reflected in the final mock-ups that will be generated in the next deliverables. 

There are 3 main windows in UI/UX design: 

• Login window 

• Dashboard 

• User Management window 

 

It is proposed to use a UX/UI design system consisting of a web menu with all the necessary super 

components, including the map and a login window that identifies the type of user accessing the 

platform. 

The development of these super components is based on a React UI library called Material UI 

(MUI)xxxvii. MUI provides a robust, customizable, and accessible library of foundational and advanced 

components, enabling you to build your own design system and develop React applications faster. 

Below are a series of mock-ups similar to the ones that will be developed for the dashboard in which 

different filters and KPIs can be visualised Figure 33, Figure 34 and Figure 35 
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Figure 33. General view of the dashboard showing the different functionalities such as the layer list (left panel), 
attribute filters (upper central area), table of contents (lower central area), KPIS (right panel) as well as the different 

routes on the map 
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Figure 34. Dashboard view showing less KPIs and graphs 
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Figure 35. Dashboard view showing heatmap, KPIs and graphs 
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8. Conclusion 
SENATOR ICT platform is conceived as a collaborative network of various software services serving the 

needs of different stakeholders. Four main services are established in the SENATOR platform involving 

different use cases and stakeholders with the objective of serve, in the short‐term, as a “control 

tower” for logistic operators and infrastructures managers. 

With the aim to respond to the set of functional and non-functional requirements arise in the 

preceding tasks, in this deliverable the definition of a modern, stable, and extensible architecture has 

been presented, as first step for the development and integration of such services. From the specified 

requirements, we derived conclusions that form the baseline to architectural decisions for the 

development.  

Thus, a composition of autonomous and technically independent software components is envisaged 

for SENATOR architecture is whose functionality is clearly defined on the common technical platform. 

Both synchronous and asynchronous communication will be deployed, allowing more independence 

and flexibility for future extensions. 

To also introduce the reader into the technical realization of the SENATOR ICT platform, the document 

includes a brief review of some of the technologies to apply, detailing the description of all software 

components that would use them comprising the SENATOR ICT platform. Although these may be basic 

concepts for some readers, others, who are not engaged with the technical implementation of the 

system, might benefit for the overall review. 
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